
DIGITAL ACCOUNT HANDOFF CHECKLIST
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Prepared by Jade Zhao

Organisation: ____________________ · Prepared for: ____________________ · Date: ____________________ · Prepared by:
____________________

1. Who owns each account?

Platform Account owner Backup Access checked

Email _______________ _______________ ■

Facebook / Instagram _______________ _______________ ■

Google Business Profile _______________ _______________ ■

Wix _______________ _______________ ■

WordPress _______________ _______________ ■

Square _______________ _______________ ■

Toast _______________ _______________ ■

DoorDash _______________ _______________ ■

2. Where are credentials?
Password manager name: ____________________ · Vault / folder: ____________________ · Who can open it:
____________________

DO NOT write passwords, MFA codes, recovery codes, payment cards, or security answers on this sheet.

3. Check access
• ■ The organisation owns the account (not a former staffer's personal login).
• ■ At least two trusted people can get in (owner + backup).
• ■ Staff use individual accounts or roles where the platform allows it.
• ■ Former people are removed.
• ■ A backup admin / co-owner is named above.
• ■ Recovery email / phone is current (stored in the password manager).
• ■ 2FA is on for owner accounts where possible.
• ■ An official help link is bookmarked for each live platform.

4. When someone leaves
1 Remove their access on every platform they used.
2 Change shared passwords only if a shared login was unavoidable (then stop sharing).
3 Transfer ownership if they were the only owner.
4 Update the table in section 1.
5 Confirm recovery contacts still work.
6 Tell the team who the new owner / backup is.

5. If something goes wrong
1 Do not create a brand-new account first. That often makes ownership worse.
2 Find who is listed as owner / admin on this checklist.
3 Use that platform's official recovery or help link.
4 If a work account needs an admin, contact the backup admin.
5 Write what you tried (no passwords) and who you asked.

6. Important rule

OWN THE ACCOUNT. DON'T OWN THE PASSWORD.
The organisation should control who has access. People get roles on their own logins. Passwords live in a password manager, never
on this paper.

Last full review: ____________________ · Next review: ____________________ · Last checked: October 2026 · Checked by: ____________________

Jade Zhao · independent guide · Longer guides: https://jadexzhao.github.io/jadexzhao/handoffs.html · Coming next: Who owns what map
(handoff-who-owns-what.pdf).
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